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SIM Card Reports

2 messages

May-Lin Robbins <may-lin.robbins@wvc-ut.gov> Thu, Aug 26, 2010 at 11:48 AM
To: Ellis Maxwell <ellis.maxwell@wvc-ut.gov>, Robert Bobrowski <robert.bobrowski@wvc-ut.gov>, Michael Wells
<michael.wells@wvc-ut.gov>

Hi there,

So all the reports have been run on the SIM cards. | talked to Brandon Shopay over at the RCFL and he said would get in
touch with our new forensics persons Dana Miller to see if he can assist. | think Dana Miller has a background in computer
forensics.

| called and left Dana a message asking him to call me.
Just wanted to let you know where we stand right now.

Thanks,
May-Lin

Date Case Number Sim Card Identifier Comments 8/26/2010 09i054602 T-Mobile loose SIM Unknown Phone Model: ICCID
8901260250094108872 8/26/2010 09i054602 AT&T Samsung AT&T Phone Model SGH-A237 ICCID 89014103212202841021
8/26/2010 09054602 T-Mobile Samsung T Mobile Model SGH-7229 ICCID 8901260530009299373 8/26/2010 09i054602 T-
Mobile Samsung SGH T919 ICCID 8901260581061877317

May-Lin Robbins <may-lin.robbins@wvc-ut.gov> Mon, Aug 30, 2010 at 5:32 PM
To: Ellis Maxwell <ellis.maxwell@wvc-ut.gov>, Robert Bobrowski <robert.bobrowski@wvc-ut.gov>, Michael Wells
<michael.wells@wvc-ut.gov>

Hello,

I met with Dana from Forensics this afternoon. There is no hidden data written in the binary code or any of that raw data
information.

If there are any text messages, address books, phone numbers, etc. it is on the report that was provided under the text
messages field.

After meeting with Dana | found out that the SIM card data is not very useful and very limited at best.

There were a couple old text messages on two of the reports but other than that the text messages are stored on the handset's
memory and is deleted if the user deletes the message.

Some providers keep messages for 60 days so if the data you are looking for is recent then a subpoena could be sent to the
provider. If it is longer than 60 days old then most likely that message is gone.

Let me know if there are other phones or SIM cards you need ran.
Thanks,

May-Lin
[Quoted text hidden]
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Secure View 2

Secure View 2 (Ver. 2.2.1)

3575 Market Street

Page 1 of 303

Case/File Number 091054602
Examiner's Name Maylin Robbins
Department West Valley Police

Greenwich Mean Time

Start

08/26/2010 18:00:14

End 08/26/2010 18:05:28
Pacific Daylight Time

Start 08/26/2010 11:00:14
End 08/26/2010 11:05:28

Source Device

SIM Card

SimCardData.xml

SimCardDataHex.xml

file://C:\Documents and Settings\Q 1u\Desktop\Secure View\2010-08-26 11-00-14-SimCar...

V.170.000013
8/26/2010



Secure View 2

Page 2 of 303

PIN Status
PIN1
Enabled No
Blocked No
Authentication Attemplt Left 3
Unblock Attemplt Left 10
PIN2
Enabled No
Blocked No
Authentication Attemplt Left 3
Unblock Attemplt Left 10

V.170.000014
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ICCID

IDNumber
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Secure View 2
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ADN Summary
Name Phone Number
411 & More 411

Customer Care

611

Voice Mail
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FDN Summary
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Name

Phone Number

V.170.000017

file://C:\Documents and Settings\Q l1u\Desktop\Secure View\2010-08-26 11-00-14-SimCar... 8/26/2010



Secure View 2 Page 6 of 303

Messages Summary

Phone Number Message
From Iy W halt up [ i

service project competition?

Your " bill is past due. To avoid service interruption, please

From: [y make a payment by dialing [
L
|
From: [ Bl
—
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Secure View 2

MSISDN
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Name

Phone Number
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Secure View 2

LND Summary

Page 8 of 303

Name

Phone Number

V.170.000020
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IMSI

IMSI
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LOCIGPRS

MCCAndMNC
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LOCI

MCCAndMNC
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Secure View 2

MBDN Summary
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Name

Phone Number

Voice Mail
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Secure View 2

Card Data

Unknown (0x2F00)
File Kind: RecordFile
Header

RFU1

FileSize

FileID

FileType

IncreaseAllowed

RFU2-Bit8654321

ReadAccess

UpdateAccess

Increase Access

RFU3-Bit4321

Invalidate Access

Rehabilitate Access

FileStatus

FileStatus

RFU4-Bit876542

AdditionalDataLength

FileStructure

RecordLength

Record

RawData

AlphaNumeric
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Secure View 2

Secure View 2 (Ver. 2.2.1)

3575 Market

Page 1 of 516

File Number 091054602
Examiner's Name Maylin Robbins
Department West Valley Police

Greenwich Mean Time

Start

08/26/2010 18:14:17

End 08/26/2010 18:20:54
Pacific Daylight Time

Start 08/26/2010 11:14:17
End 08/26/2010 11:20:54

Source Device

SIM Card

SimCardData.xml

SimCardDataHex.xml
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Secure View 2

PIN Status
PIN1

Enabled

Blocked

Authentication Attemplt Left

Unblock Attemplt Left

PIN2

Enabled

Blocked

Authentication Attemplt Left

Unblock Attemplt Left

Page 2 of 516
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ICCID

IDNumber
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ADN Summary

Name
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file://C:\Documents and Settings\Q l1u\Desktop\Secure View\2010-08-26 11-14-17-SimCar... 8/26/2010



Secure View 2

FDN Summary
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Name

Phone Number
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Messages Summary

Phone Numbe

V.170.000031
file://C:\Documents and Settings\Q l1u\Desktop\Secure View\2010-08-26 11-14-17-SimCar... 8/26/2010




Secure View 2 Page 7 of 516

V.170.000032
file://C:\Documents and Settings\Q l1u\Desktop\Secure View\2010-08-26 11-14-17-SimCar... 8/26/2010



Secure View 2 Page 8 of 516

MSISDN

Name I Phone Number
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Secure View 2

LND Summary

Page 9 of 516

Name

Phone Number
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IMSI
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LOCIGPRS

MCCAndMNC
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LOCI

MCCAndMNC
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MBDN Summary

Name Phone Number

Voicemail
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file://C:\Documents and Settings\Q 1u\Desktop\Secure View\2010-08-26 11-14-17-SimCar... 8/26/2010



Secure View 2

Card Data

Unknown (0x2F00)
File Kind: RecordFile
Header

RFU1

FileSize

FileID

FileType

IncreaseAllowed

RFU2-Bit8654321

ReadAccess

UpdateAccess

Increase Access

RFU3-Bit4321

Invalidate Access

Rehabilitate Access

FileStatus

FileStatus

RFU4-Bit876542

AdditionalDataLength

FileStructure

RecordLength

Record

RawData

AlphaNumeric

Record

RawData

AlphaNumeric
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Secure View 2

Secure View 2 (Ver. 2.2.1)

3575 Market Street

Page 1 of 370

Case/File Number 09054602
Examiner's Name Maylin Robbins
Department West Valley Police

Greenwich Mean Time

Start

08/26/2010 18:31:45

End 08/26/2010 18:34:23
Pacific Daylight Time

Start 08/26/2010 11:31:45
End 08/26/2010 11:34:23

Source Device

SIM Card

SimCardData.xml

SimCardDataHex.xml

file://C:\Documents and Settings\Q 1u\Desktop\Secure View\2010-08-26 11-31-45-SimCar...
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Secure View 2

Page 2 of 370

PIN Status
PIN1
Enabled No
Blocked No
Authentication Attemplt Left 3
Unblock Attemplt Left 10
PIN2
Enabled No
Blocked No
Authentication Attemplt Left 3
Unblock Attemplt Left 10

V.170.000041
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ICCID
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Secure View 2

Page 4 of 370

ADN Summary

Name Phone Number
411 & More

Voice Mail

V.170.000043
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Secure View 2

FDN Summary
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Name

Phone Number

V.170.000044
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Secure View 2

Messages Summary

Page 6 of 370

Phone Number

Message
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Secure View 2

MSISDN

Page 7 of 370

Name

Phone Number

V.170.000046
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Secure View 2

LND Summary
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Name

Phone Number

V.170.000047
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IMSI

IMSI
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LOCIGPRS
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LOCI

MCCAndMNC
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Secure View 2

MBDN Summary
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Name

Phone Number

Voice Mail
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Secure View 2 Page 13 of 370

Card Data

Unknown (0x2F53)
File Kind: RecordFile
Header

RFU1
FileSize
FileID
FileType

IncreaseAllowed
RFU2-Bit8654321
ReadAccess
UpdateAccess

IncreaseAccess
RFU3-Bit4321
Invalidate Access
Rehabilitate Access
FileStatus

FileStatus
RFU4-Bit876542
AdditionalDataLength
FileStructure
RecordLength

Record

RawData

_Update___Failed

AlphaNumeric

Record
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RawData

AlphaNumeric
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Secure View 2

Secure View 2 (Ver. 2.2.1)

3575 Market Street

Page 1 of 320

Case/File Number 091054602
Examiner's Name Maylin Robbins
Department West Valley Police

Greenwich Mean Time

Start

08/26/2010 18:49:28

End 08/26/2010 18:52:34
Pacific Daylight Time

Start 08/26/2010 11:49:28
End 08/26/2010 11:52:34

Source Device

SIM Card

SimCardData xml

SimCardDataHex xml

file://C:\Documents and Settings\Q 1u\Desktop\Secure View\2010-08-26 11-49-28-SimCar...
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Secure View 2

PIN Status
PIN1

Page 2 of 320

Enabled

Blocked

Authentication Attemplt Left

Unblock Attemplt Left

PIN2

Enabled

Blocked

Authentication Attemplt Left

Unblock Attemplt Left

V.170.000055
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ICCID

IDNumber
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Secure View 2

ADN Summary

Page 4 of 320

Name

Phone Number

Check Text Usage

Check Minutes
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Secure View 2

FDN Summary
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Name

Phone Number

V.170.000058
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Secure View 2 Page 6 of 320

Messages Summary

Phone Number Message

Are you alright I hope you are
Ok howru
Who is this?

How come

Well what are you doing i got a grip of work if you know anyone who
wants it

Ah I see

Hey its -can you help me with a half t this morning that was good
last night. Refreshing. Thank you it was nice to see you again

I have the money for the room i got a fifty two dollar gift card for the
bras i willl give you half and what do you want for the phone

I wamt those for sure

Nice

Who is this
I dont have any shit till later

K I am trying to get some money dont you think its kinda weird how
she is losing them all at once

Shit chillen

I apologizmedidnt realize that -1ad talked to you about

how she fe butt hurt k:-)

Come over

Is the phone cleared yet?

Now we have code inforcement outside so more trouble
Im ok no im not mad -s home so been busy

Not MAD

Did u ever get that front i cant get any thing fronted

Im ready in thirty min

RE:Just chilling at my home girls not much shit is hella slow ----------

V.170.000059
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Hey what ya up too????
Thank you

So this one i-what the hell
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MSISDN

Name Phone Number
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LND Summary
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Name

Phone Number
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IMSI

IMSI
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LOCIGPRS
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LOCI

MCCAndMNC
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Secure View 2

MBDN Summary
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Name

Phone Number

Voice Mail
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Secure View 2

Card Data

Unknown (0x2F00)
File Kind: RecordFile
Header

RFU1

FileSize

FileID

FileType

IncreaseAllowed

RFU2-Bit8654321

ReadAccess

UpdateAccess

Increase Access

RFU3-Bit4321

Invalidate Access

Rehabilitate Access

FileStatus

FileStatus

RFU4-Bit876542

AdditionalDataLength

FileStructure

RecordLength

Record

RawData

AlphaNumeric
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